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RELIABILITY RESEARCH

ABSTRACT

This report summarizes the research performed under the
contract during the period from May 31, 1952 to August 31,
1952 that is specifically directed toward the improvement of
the reliability of IFF systems.,

Included herein are further descriptions and evaluations
of schemes suggested in the previous reports for combatting
the detrimental effects of noise and pulse jamming. Some
examples are given of the use of redundancy coding to improve
the reliability of pulse-train transmissions in the presence
of noise, A discussion 1s given of construction currently in
progress on a pulse=train correlator and its assoclated tes?
equipment.
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a. Personnel and Administration

1. Martin %, Essijmann, Coordinator (half time, engineer)

2. George E. Pihl (one-tenth time, engineer)

3. John S. Rochefort, liaison man (full time, engineer)

L. Harold L. Stubbs (half time, mathematician)

S. Walter H, Lob (full time, physicist)

6. Myron L. Bovarnick (full time, engineer)

7. Louis J. Nardone (full time engineer from June 23, 1952)

8. Walter Goddard (one-tenth time, technician)

9. Mary D. Reynolds (half-time secretary from August 11, 1952)

The staff assigned to this item of work under the contract was increased
during this report period by the addition of Louis J, Nardone and Myron L.
Bovarnick. Nardone has had considerable training and experience in the field
of electronic computers. Bovarnick has had recent experience as a field engi-
neer on radar and IFF equipment. Both men hold the rank of Research Associate.

It is planned to transfer Jacob Wiren, a Research Associate employed on
work under Item I since February 1946, to the work on this item on or about
September 15, 1952,

The vacations of the staff assigned to this item of the work were arranged
to fall within this report period. '

b. Communications

1. Correspondence

Listings of all non-expendable property received for use under this con=-
tract have been sent to the Research Accountable Property Officer under the
dates of Mgy 31, 1952, June 30, 1952, and July 31, 1952.

2. Conferences

June 10, 1952. Conference at AFCRC among E. W. Samson, C. F. Hobbs,
'o Bi’hop’ C. }vm, et alo of A.ch; and J. So ROChefort’ H. L. Stubba, w. Ho
Lob, M, L. Bovarnick, G. E. Pihl, and M. W, Essigmann, all of Northeastern.

The purpose of this conference was to discuss plans for a proposed expan-
sion of the work to include an Item III on coding circuitry and transistors, to
discuss the second quarterly progress report, and to discuss future work. It
was agreed that future work would include additional work on filtering of the
type described in the last report, and experimental investigation of the use
of correlation to increase systam reliability.

June 11, 1952, Conference at AFCRC among W. Bishop, C. Eyan, R. Wagner,
et al. of AFCRC; and G, E. Pihl, J. S. Rochefort, and W. H. Lob of Northeastern.

The purpose of this conference was to discuss circuitry detalls pertinent
to the work under thie item, and to the proposed work under Item III,
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June 26, 1952, Conference at AFCRC amon~ ..., Rishor, C. Fvan, and
T, varner of ACARC; L. Fo Ormoby and He (. u'Connor of Haller, Raymond, and
Brown, Inc.; M. W. Essigmann, H, L. Stubtbs, and W. H. Lob of Northeastern.

The purpose of this conference was to interchange information concern-
ing the work at Northeastern and AFCRC with the representatives of Haller,
Raymond, and Brown, Inc. who are working on a related contract sponsored
by WADC, The discussion at this meeting led to the visit made to haller,
Raymond, and Brown, Inc. on August 7 and 8, 1952,

August 7-8, 1952. Visit by J. S. Rochefort and H., L. Stubbs to Haller,
Raymond, and Bromn, Inc. at State College, Pa. During this visit, Rochefort
and Stubbs took part in a series of conferences among representatives of
Haller, Raymond, and Brown, Inc., AFCRC, WADC, and Northeastern. Others in
attendance were:

AFCRC - W. Bishop, R. Richardson, C. Walter
WADC =~ N. Braverman (the Project Engineer for HR&B contract)

HR&B - E. Johnson (the Project Supervisor) H. D. Friedman

W. A, Bumnett K. W. Houp

W. N, Bromn, Jr. J. k. Kinney

W. P. Cogswell H., C. O'Connor, Jr.
A, J. Detzer E. F. Ormsby

L. A. Doggett E, S. Roscoe

The primary object of the conferences was that of preventing the dupli-
cation of work at HR&B, AFCRC, and Northeastern. A detailed trip report on
the visit has been prepared by Northeastern for the AFCRC. A final report
is being prepared by HR&B for submission to WADC in the near future.

J. S. Rochefort, as liaison man between AFCRC and Northeastern, has made
regular visits to AFCRC to fulfill this obligation.

Ce Statement of the Problem

This is the third quarterly progress report prepared under this item of
the contract. The specific problem under study to this writing involves the
investigation of the communication aspects of the ground-to-air .TF system,
with the final aim that of determining methods by which its reliability can
be improved. The approaches taken so far have emphasized the aspect of
system reliability and, for the most part, studies of ways of improving equip-
ment reliability have been deferred pending the development of transistor
circuitry techniques.
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The IFF svstem assumed in this study operates in accordarce with the
s~reme chovm dn Ve, 1, The a3ceets of cratorry hic cocurddy otrocuced oy
The two oncodors are ol g carh o Uiee ) roblom conucdagedy Bhe oy Siow s
consideration being assumed sscure apainst an eueny wito ¢ only listen, of
importance, however, is the vulnerability of the system to cnemy jammins,
enemy interrogation, and atmospheric disturbances. A resumé of th methods
for improvine system reliability that were studied during the first and
second report periods is given in the following section,

d. Kethods of Attack

In approaching the problem of theoretical reliability, the first step was
to enumerate the factors which mivht reduce reliability. They include "stgos—
pherics" and receiver noise, inadequate space resolutior, partling, and fruit,
as well as jamming and deception on the part of the enemy. bince this intere
ference on the part of the enemy seans to constitute the msojor threat to
reliable operation, it has been given the most attention in the work done thus
far,

To combat broad-band noise jamming (or noise from arny source), nany mcthods
have been considered. Cross-correlation of pulse trains bty a process discusced
in detail below has been shown to improve the sirnal-to-noise power rativ by a
factor of mz/h where the pulse train consists of m pulses ard 1 - m r~aps. This
method can very well be used at the ground station of a sround-to-air IFF
system, since the correct rvply is available there, .It has been shovr that
cross=correlation may also be used at the airplsne if challenves are itrans-—
mitted in a pre-arranved sequence which ¢ be duplicated at the sirylans with
the aid of certain stored information. This system requires two stajes of
synchronization, the coarser to be achieved by & mechanicsl clock und the
finer by a crystal-controlled or tuninr-fork-controlled oscillator.

Optimum filters which sacrifice pulse shape and merely indicate when a
pulse occurs have been shom to be equivalent to cross-correlation. The
transfer characteristic of such a filter should be the conjurate of the
Fourier transform of the si mal waveform, The maxlmum improvement in sirnal-
to=noise ratio is obtained only when a different filter is avsilable at the
receiver to match every possible pulse train., However, if' each pvise is
evaluated individually, only one filter, matchine a sin-le pulse, is requir:d.
Such a filter has been shown to improve the sipnnl-to-noise power ratio by
a factor of about 3 over that of z conventional lov-pass filter,

Other methods which have been considered for combattineg noice and noise-
jamminp fall under the heading of redundancy codine, They include the trins—
mission of a number followed by its complement, the use of adoition®l dirits
for error detection and corruction (assuming n limitcd number of potsible
errors), restriction to a srecified number of pulses in ihe pulse traan, and
coding to match the chinnel copacity as defined Yy Shannon. The loticr method
is discussed in more detall below.
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To combat pulse jamrin~, the method of cross~correlation may be fairly
successf™l, but a more derinite ctatement cannot vet Le made. Redundarcy
coding can certainly te used to detect the presence of jammin -, but shows
little promise for combatting it. A system which shows most promise for
combatting pulse jamming, as well as any other type of jamming, is one which
uses a narrow-beam directional artenna on the airplane., This system combats
pulse Jjamming by virtue of the fact that its directionsl communication
feature reduces the probebility that an enemy jamming sirnal and a friendly
challenpge will be received simultaneously by the airplane. The last report
discussed one method by which a system pcesessing these qualities could be
realized. This method required the use of a rotating alrborne antenna.

This system appeared to have sufficient merit that the development of such
an a-tenna warrarted a more detalled consideration. Consequently the rotat-
ing antenna problem is in the process of being formulated for evaluation by
the /intenna Laboratory of AFCRC.

At the time the last prorress report was in preparation, it was felt
that the directional sirborme antenra should be capable of rotation through
360 derrees in azimuth in order that, irrespective of its course, the air-
plane misht be challenred by any interrorator which was within its interro-
gaticn range. However, for certain applications (AUC for eximple) where it
appears feasibtle that airplunes would te required to approach irterrofators
along cert:in prescrited courses®, a rotating airborne antenna would not
be necessarv. A narrow-beam arntcrina mounted in the nose of the airplane
would suffice for this purpose and thus considerably simplify the antenna
development protlem,

Hedundancy Coding

Coding to match the channel canacity is one of the methods previously
considered™* for improving reliability of trarsmissior of a pulse train in

the preserce of noise. Assuming that a pulse is always recelved correcctly,
but that a gap may br received as a pulse with probability a, it was shown
that the channel capacity C is given by

C= log{ 1+ exp KIéi log a + log(l - aﬂ}

where the base 2 is understood for the logarithms and exporential, In parti-
cular it was shown that

Example I: If a = i, ther C = ,32, Py = .60, F2 = .10

}, thenC=.5, P1=.,7, Fps=.L3

Example II: If a

where P1 is the probability that a trarsmitted symcol will be a pulse in an
ideal code that matches (, and P2 2 1 - Py,

*‘ See, for examplec, Ref. No, 21,
¥ See suarterly i‘rogress Report No. 2 dated May 31, 1952 for this contract,
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Although a very long coding period is required to approximate errorless
transmission at a rate equal to C, the following illustrations for 8-place
codes give about 15% probability of error for both of these examples. No
original uncoded messages are shownj the coded messages are numbered and can
be considered as a catalogue of permissible 8-place pulse trains, A received
signal would be identified as that permissible message having the smallest
number of gaps including those received.

Example I. Rate of transmission .323 bits per symbol
Probability of error .148 (for 8-place message)

Coded Messages: 1. PPPFPPPP (P, = .52)
26 PPPFPGGG
3. GGGPPPFPPP
b, PPCGGQ3GPP
5. GGPPGPGG
GGGGGGGG

(P = pulse, G = g:p)

Example II: Rate of transmission .557 bits per symbol
Probability of error .149 (for 8-place message)

Coded Messagess 1. PPPPPPFP 12, PGPPGPGP (P =,53)
2, PPPPPPGG 13, GPPPPGPG
3. PPPPGGPP 1, GGCGGPPP
L. PPGGPPPP 15 PPPGGGGG
S« GGPPPPPP 16, GGGPPPGG
6. PGPGPGPP 17, GPGGPGGP
7. PGGPPPPG 18, PGGPGGPG
8. GPPGPPGP 19 GGPGGPGG
9 GPGPGPPP 20. PGGGGGGP

0. PPPGGPPG 21, GPGGGGPG
11 PPGPPGGP 22, GGGGGGGG

It is possible to reduce the probability of error by reducing the rate of
transmission. In Example I, the following simple 8-place code ylelds a rate
of transmission of +25 bits per symbol with .062 probability of error:

LDoOvv
QYo
OOy
QOv'Y
QYoOd
DYoo
QUYUO
QOO

(P]_ = 050)

These four coded messages can be thought of as encoded versions of the four
possible two-place messages, PP, PG, OP, and GG; where the code consists merely
of repeating each symbol four times.

No way has been found to determine whether or not the codes shown above
are optimum in the sense of smallest probability of error for a given rate of
transmission., However, they give some idea of how much improvement in relia-
bility can be obtained by this method, at the cost of redundancy. It should
be noted that there is a difficult problem of devising automatic means for
identifying the received signal with the permissible messaze which it most
nearly resembles in the sense explained above, Furthermore, the method becames
repidly more complex as the length of the coding period is increased,
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Pulse~=Train Correlator

Enough changes have been projected in the pulse-train correlator since its

firet mention®, and especially in this report period, to warrent restating its
purpose and philosophy at this time,

Basically, the correlator is to produce sm output upon reception at one
of its twd inputs of a probably "correct® pulse train, and to yield no output
in the absence of such a pulse train, all in the presence of noise and/or pulse
Jumming, Here by a "correct” pulse train is meant a pulse train whose pulse=~

and gap assigrment has been supplied to, and stored in, the correlator via the
other input at some previous time.

The comparison of the stored pulse train £1(1) and the received one
£2(1) (1 being the place number in the train,running from 1 to n for an n=place
pulse train) is to be achieved by correlation, i.e. by evaluating with an ana=

o
logue computer the value of f = f:l £1(1) £2(1)e Roughly speaking, the greater

the value of ¥ the greater is the probability that the correct pulse train was
received, A threshold device is to be provided to produce an output whenever f
exceeds a threshold value, the magnitude of which has to be varied automatically

to give the best possible results under various conditions of signal strength,
Jam, otc.

The block diagram for the proposed correlator is shomn in Fig, 2. The
received video signal is fed into a tapped delay line, the n taps being arranged
such that when the last place of a correct n-place pulse trein is just entering
the line all the other places are at their proper taps. At that instant, there-
fore, the signal which was received in time sequence, exists in space sequence
along the line. Proper staggering of the intervals between places (and of the
spacings between taps) will prevent multiple coincidences of places and taps
prior to and subsequent to that instant,

In acoordance with the theory developed earlier™ the stored functiom
£1(1) 1s assigned the levels 1 at the "= places® {i.e. where a pulse is expected)
and x (x< 0) at the "k places” (where no pulse is expected). The multiplication
£3(1) £2(1) then is performed by using the signal at each "m tap" directly, and
passing it through a phase-inverter-mmplifier-attenuator of total gain x at
each "« tap®, The resulting signals are added and fed to the threshold deviee.

The best choice of x, m and k depends on the type and intensity of jm
that is expected. When considering pulse jemming it should be borne in mind
that, regardless of how the jammer times the tranmmission of jam pulses, they

* 8ee Appendix A of Quarterly Progress Report No. 11, (Pebruary 8, 1952)
- Relisbility Research, for this contrect,
loe, cite
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will arrive in essentially random positions of the friendly signal, due to the
varying time of transmission. The expected value of the effect of such random
pulse jam in the adder "3 zero if x 1s given the value -% o With that assign-

ment of x, however, the improvement in signal to random noise ratio is greatest
ifaskand x= -],

The optimum threshold setting for such a system in the presence of a
friendly pulse train is a level slightly less than m times its signal strength,
while in the absence of a friendly pulse train the threshold should not be
allowed to drop so low that practically any (enemy) signal will produce an out=
put. These requirements are contradictory, and a compromise solution has to
be soughts One such solution is to set the threshold level at any instant to
m times two thirds of the average between the maximum and minimm signals
existing at the "m taps" at that instant. This method will make the threshold
equal to m times the friendly signal strength if a pulse jam of intersity
equal to the friendly signal S is assumed and if at least one of the friendly
signal pulses coincides with a jam pulse (giving a maximum "m tap" signal of
strength 2S) and at least one of the friendly pulses has no jam on it (giving
& minimum "m tap" signal of strength S), while in the absence of a friendly
signal the threshold will not drop unduly low., A signal-to-jam ratio of 1 is
chosen in this analysis since it is felt that with much lower values of
signal=to-jam ratio the signal is probably irretrievably lost, and that with
much higher values the Jam will have relatively little effect,

A more detailed theoretical analysis of this problem appears promising,
At the same time, a working model of a correlator and associated test equip-
ment are under construction. The correlator is designed for eight-place
pulse trains using 0.6 microsecond pulses spaced respectively 3, 7, 6, 2, 12,
5, and i pulse widths apart. These spacings prevent any undesired multiple .
coincidences. The test equipment consists of an eight-place pulse-train
generator, a jmmming-pulse generator, a broad-band noise source for noise
Jaming, and an adding circuit for combining signals and jamming. A block
diagram of the test equipment under construction is shown below. The corre-
lator together with the associated test equipment could be considered to

Jamming-Pulse
Generator l

Signal p—————=a= Adder |~——e To Oorrelator
Generstor (See Fig, 2)

Noise T
Source

represent the air-to-ground link of a possible IFF system. The signal gener-
ator is equivalent to the airborne transpondor while the correlator represents
the essential part of the I-R unit. Jmming is introduced in the transmission

link and thus the adder is used to represent this section of the air-to-ground
system.
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s Apparatus and Equipment

Pulse-Train Generator

The pulse~train generator under development will generate an eight-

t mmber cansisting of 0.6~us pulses spaced at intervals of 1.8, L.2,
346, 1.2, 742, 3,0, and 2. microseconds respectively. The repetition
rate of the mmber will be variable from 1 to 2 ko

A chain of eight delay multivibrators will generate the interval
between pulses in the mmber, and also initiate a common one-shot multi-

vibrator to generate the 0.6~«8 pulses. Internal synchronisation will be
incorporated in order to ensure time stability.

A breadboard model for the generstion of a three-digit number, with-
out intemal synchronisation, has been constructed and is operating satis-

factorily. The internal synchronisation circuit is under development at
the present time,

Randam=Noise Generator

A General Radio Company Type 1390=-A Randam-Noise Generstor is avail-
able for broad-band noise jamming, It is planned to rectify the output of
the noise source so that a jaming signal will be available which beare
scme vesemblance to that obtained at the cutput of the detector in a
receiver. The rectifier design will be started in the near future,

Pulse-Jamming Generator

The pulse-jamming generator is under development at the present time,
The pulse-repetition frequency will be variable from LO k¢ to 1 mc, and
the pulse width will be variable over the range of 0.5 to 1.5 « 8¢

The pulse-repetition frequency will be detemined by a oscillator.
The cutput of the oscillator, after being passed through suitable shaping
circuits, will be used to trigger a one~shot multivibrator. At the present

tine the development of the pulse-jamming generator is in the breadboard
.MO

Adder

Subsequent to the decision to rectify the cutput of the randmm-noise
generster, a breadboard adder had been constructed to add either noise
Jaming or pulse jamming to the cutput of the pulse-train generator. How-
over, it is felt that this adder will not be adequate for general purpose
use and consequently a new adder will be developed so that noise jamming
Mmho jeming may be combined with the cutput from the pulse=-train
f o 'Y
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Pulse-Train Correlator

The required seven pieces of deley line have been cut to the proper
lengths, using 1350-ohm distributed-constants delay cable purchased from
the Millen Co, The circuit for the in-line amplifiers has been developed,
consisting of a grounded-grid voltage amplifier (grounded grid to prevent
phase reversal) driving a cathode=follower output stage. Direct coupling
is used to preserve the zero level independent of noise and pulse repe-
tition frequency.

f. Assembled Data

This section does not apply to this report.

g+ Conclusions and Recommendations

1. The "theory of games" approach, while a powerful one, requires data
that are difficult to obtain in practice even when narrow specific problems
are postulated for solution., It is evident that there are definite limi-
tations to the usefulness of this approach to the general IFF problem.

2. Since it appears that the studies on equipment and system relia-
bility will inevitably require consideration of the coamposite signal in
a pulse receiver before and after detection, and low-pass filtering, the
completion of a survey of contuugorngy related projects - such as those of
Middleton and Johnson at Harvardl?,16, Kraft and Weinberg at M.I.T.1k, etc. -
is most appropriate. This may include the necessity for certain experi-
mental work since it has been pointed cut* that analytical approaches to
such problems may not be feasible.

3. The use of Shannon coding has been shown to provide a systematic
way for improving reliability. It however appears that any such system
would require a complexity of equipment.

L. The rotating-antenna scheme for providing geometric security
(as discussed in the previcus report) still has high merit as a practical
device providing increased system reliability in the presence of enemy
Juming, It is recommended that the evaluation of this idea by other
groups (as has already been begun at AFCRC) be continued. The attentian
of these groups is also called to the idea of the use of a fixed directional
airborne antenna and corridors.

h. Puture Work

In view of the work of this and previous report periods, and the above
conclusions and recammendations, it is intended that future work include:

* Ses, for example, the work of Johnson (Ref. No. 16)
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1. A study of the findings of those groups working on operational
analysis with the multiple aims of (1) obtalning up-to~date estimates of
the requirements on the IFF systems of the future insofar as expected
reliability are concerned, and (2) providing data for a comparative
evaluation of various IFF systems which fall within the scope of the
contract, :

2, Conferences with other groups working on related problems in
order that full advantage can be taken of the results of their studies,

3. A continuation of the survey to obtain factual data to be used
in a comparison of S and X-band frequencies insofar as IFF applications
are concerned.

L. The continuation of the survey covering jamming techniques as
applied to radar and other related pulse communication methods.

5. The following-up of the work on the rotating-antenna scheme
that has been referred to the Antenna Laboratory of AFCRC,

6. The completion of the working model of the pulse-train corre-
lator designed *o provide reliable detection of pulse trains.

7. The completion of the construction of the pulse-train generator

providing non-uniform symbol-interval lengths for testing the pulse=train
correlator.

8. The completion of the construction of the pulse- and noise-jamming
sources for use in testing future equipment devised as part of the work of
this contract,

9. An investigation of the feasibility of instrumenting systems for
improving overall reliability by the use of redundancy. Examples of
schemes using redundancy are Shannon coding of the pulse train and the
transmission of a number and its complement,

10, PFurther analytical work for determining the optimum method for
setting the threshold in the pulse-train correlator.

11. Further investigation of the theorwtical and practical aspects
of optimm filtering.

SECRET



SECRET
«ll=
APPENDIX

Bibliography

General System Reliability

1.

3.

L.

Se

"How to Deal with Interference”, Telecommunications Research Establish-
?cnt, G;wct Malvern, England, Report No. 21/R102/KEBJ (October 20, 1942)
Secret

Interim Engineering Reports Nos, 8 and 9 entitled "Research on Anti-
J-%ng Tocl)miquoa". Contract No. AF 33(038)-13277. General Electric
Co. (Secret

"Ceneral Performance Specification for Receivers to Minimise Effects
of Jamming®, Telecommunications Research Establisiment, Great Malvemm,
England, Report No. T 116k and 21/R101/5J (April 12, 1942) (Secret)

Russell, L. and Alford, A. "Multipath Phenomena and their Effect on
Communications Systems", Andrew Alford, Consulting Engineers, Report
No. 3, Contract No. W19=122-ac=27 (June 1951)
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"Progress Report on Reliability of Electronic Equipment" prepared by
the Ad Boc Group on Reliability of Electronic Equipment, R.D.B. '
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Watt, A, D. "Statistical Characteristics of Sampled and Integrated
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Middleton, D, "Rectification of a Sinusoidally Modulated Carrier in
Random Noise", Cruft Laboratory, Harvard University, Tech. Rept.
No. b5 (July 1, 19L8)

Arastrong, D. B, "Response of Nonlinear Devices to a Pulsed Signal
and Gated Noise", Research Laboratory of Electronics, M.I.T.,
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Hill, A. G, Wiesner, J. B., and Harvc,, Ge ‘Go’ Quarterly Progress
Reports dated January 30, 1952, and April 30, 1952. Research
Laboratory of Electronics, M.I.T. (Secret)
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